Entertainment Partners Casting Portal: EP
Account Creation and Multi-factor Authentication
Set Up Guide

Entertainment Partners’ (EP’s) pioneering Casting Portal technology (including
SmartVoucher) powers heading casting companies and casting directors across
the globe.

Existing Users

EP is implementing a Multi-factor Authentication (MFA) requirement for the
Casting Portal (including SmartVoucher) on the following dates:

- US and Canada — 14 December 2024
« UK and Europe — 12 January 2025

If you already have an account on the relevant date above, you will need to reset
your password and set up MFA to access your account. MFA further enhances
security and reduces the risk of unauthorised access by providing an extra layer
of protection.

New Users

To register as a Background Performer or user with casting companies pow-
ered by the Casting Portal (including SmartVoucher), or to join EP’s community
of Background Performers in the UK or other territories, you must first create an
EP Account and set up MFA. Your EP Account is the username (email) and pass-
word you will use to access EP products like the Casting Portal. MFA then further
enhances security and reduces the risk of unauthorised access by providing an
extra layer of protection.

Click a link below to go to your next steps:

1. | have a Background Performer profile with a casting company and need to reset my
password and set up MFA

2. | have a Background Performer profile with EP and need to reset my password and set
up MFA

3. 1 need to create a Background Performer profile and set up MFA

4. | have had a Background Performer profile created for me and need to set up MFA so
| can add my payroll data

5. | am an existing casting company or production company user and need to reset my
password and set up MFA

6. | am a new casting company or production company user and need to set up MFA
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| have a Background Performer profile with a
casting company and need to reset my
password and set up MFA

. . Video guide:
Follow the steps below or watch the video guide. ° (1 min 41 sec)

Welcome to The Casting Company

The Casting Company is powered by Entertainment Partners' Casting Portal
technology. Please log in via our secure login app to access your Background
Performer profile for this site.

Don't have a Background Performer profile?

Step On the welcome screen, click Reset Register Now
Password.

LogIn | ResetPassword | Register Now

Figure 1: Welcome screen

@ CastingPortal

Enter Your Email Address

Email

Step a Enter the email address associated with
your Background Performer profile and

CliCk CO ntinue_ Don't have a Background Performer profile? Enter
your email and click Continue to see the option to

Register.

Figure 2: Enter Your Email Address screen
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| have a Background Performer profile with a casting company and need to reset my
password and set up MFA (Continued)

@ CastingPortal

Log In

Email

Password

Step e On the Log In screen, click Reset Password.

Reset Password

Don't have a Background Performer profile?

Register Now

Figure 3: Log In screen

@ CastingPortal

Reset Password

Enter the email address associated with your Background
; Performer profile to set a password for your account
Step On the Reset Password screen, your email
will auto-populate (if not, enter your email).

. name@domain.com
Click Submit.

Cancel

Email

Figure 4: Reset Password screen
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| have a Background Performer profile with a casting company and need to reset my
password and set up MFA (Continued)

@ CastingPortal

Hello email@domain.com

Your password has been reset. You can now use your new

Step e You will receive a password reset email
from EP (this may go to your junk folder).

Click the link in the email to reset password to sign in.

your password . If you didn't make this request, please contact EP Support.
Thanks!
The EP team

Figure 5: Reset password email

@ CastingPortal

Set Password

Provide a new password for your account

New Password

Confirm New Password

Step e On the Set Password screen, enter a new
password and click Submit.

Minimum requirements for password creation:

% 1 lowercase & 1 uppercase

% 1 number (0-9)

% 1 special character (|@#3$%"&%*)
X At least 9 characters

Cancel

Figure 6: Set Password screen

ENTERTAINMENT
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I have a Background Performer profile with a casting company and need to reset my

password and set up MFA (Continued)

Step e Messaging will be displayed to confirm that
you have successfully reset your password.
To continue and set up MFA, click Log in.

Step e The Welcome screen will be displayed.
Click START to begin your MFA setup.

ENTERTAINMENT
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@ CastingPortal

Reset Password

Your password has been set. Please use your new

password to log in

Figure 7: Reset password confirmation

1

®

Welcome to Entertainment
Partners

{ ‘Your company is making your accounts more secure!
PingID is a multi-factor authentication (MFA) application
that makes it easy to verify your identity as you access
company resources. Setup is quick and easy, so let’s get n
started.




| have a Background Performer profile with a casting company and need to reset my
password and set up MFA (Continued)

Add a New Device

Step ° On the Add a New Device screen, select
your method for generating an MFA
passcode. Scan the QR code to install the

PinglD Mobile app (default) or choose baing Key: 3875 9590 6672
another option under Other
Authentication Methods. | &8 Brereera || B R |

Other Authentication Methods

O BB =

SMS  Yubkey  Deskiop  Authenticator

Figure 9: Add a New Device screen

Step @ Follow the on-screen prompts to complete
your MFA setup. For detailed setup
instructions for each option, go to
ep.com/mfa/general.
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| have a Background Performer profile with EP
and need to reset my password and set up MFA

Follow the steps below or watch the video guide.

Step Go to login.epcastingportal.com and select

your location.

Step On the welcome screen, click Reset

Password.

Entertainment Partners | ep.com/mfa

Video guide:
(1 min 49 sec)

@ CastingPortal

Select Location
& United Kingdom
== United States
1 Canada

M Europe

Figure 1: Select your location

Welcome to the Casting Portal

Please log in via our secure login app to access your Background Performer profile.

Don't have a Background Performer profile?

Register Now

Login | ResetPassword | Register Now

Figure 2: Welcome screen



https://login.epcastingportal.com
https://play.vidyard.com/rEtwZj7p9e3HjtRRi3Gi22

| have a Background Performer profile with EP and need to reset my password and

set up MFA  (Continued)

Step e Enter the email address associated with
your Background Performer profile and
click Continue.

Step o On the Log In screen, select Reset
Password.
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@ CastingPortal

Enter Your Email Address

Email

Don't have a Background Performer profile? Enter
your email and click Continue to see the option to

Register.

Figure 3: Enter Your Email Address screen

@ CastingPortal

LogIn

Email

Password

Reset Password

Don't have a Background Performer profile?

Register Now

Figure 4: Log In screen



| have a Background Performer profile with EP and need to reset my password and

set up MFA  (Continued)

Step e On the Reset Password screen, your email
will auto-populate (if not, enter your email).
Click Submit.

Step e You will receive a password reset email from
EP (this may go to your junk folder). Click the
link in the email to reset your password.

ENTERTAINMENT
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@ CastingPortal

Reset Password

Enter the email address associated with your Background
Performer profile to set a password for your account

Email

name@domain.com

Cancel

Figure 5: Reset Password screen

@ CastingPortal

Hello email@domain.com

Your password has been reset. You can now use your new
password to sign in.

If you didn't make this request, please contact EP Support.

Thanks!
The EP team

Figure 6: Reset password email



| have a Background Performer profile with EP and need to reset my password and
set up MFA  (Continued)

@ CastingPortal

Set Password

Provide a new password for your account

New Password

Confirm New Password

Step 0 On the Set Password screen, enter a new
password and click Submit.

Minimum requirements for password creation:

% 1 lowercase & 1 uppercase

% 1 number (0-9)

% 1 special character (|@#%$%"&%*)
% At least 9 characters

Cancel

Figure 7: Set password screen

@ CastingPortal

Step ° Messaging will be displayed to confirm that Reset Password

yOU hCIVE SUCCGSSfu”y reset your' pG SSWOFd. Your password has been set. Please use your new
. . . password to log in
To continue and set up MFA, click Log in.

Figure 8: Reset password confirmation
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| have a Background Performer profile with EP and need to reset my password and
set up MFA  (Continued)

Your company is making your accounts more secure!

Step e The Welcome screen will be displayed.
Click START to begin your MFA setup. S8 e 1 sy B0, Vi i e i

company resources. Setup is quick and easy, so let’s get
started.

Welcome to Entertainment
Partners

Figure 9: Welcome screen

Add a New Device

PingID Mobile Application

For the best experience, Install PingID and scan the
QR code to palr your mobile device. You can also
enter the pairing key manually when required

1]

Step Q On the Add a New Device screen, select a
method for generating your MFA passcode.
Scan the QR code to install the PingID
Mobile app (default) or choose another
option under Other Authentication Methods.

Pairing Key: 3875 9590 6672

2 radable for Avatabie:
I. Phone s Pad H B Android I

Other Authentication Methods

O BB

SMS Yubikey Desktop Authenticator

Figure 10: Add a New Device screen

Step ° Follow the on-screen prompts to complete
your MFA setup. For detailed setup
instructions for each option, go to
ep.com/mfa/general.

ENTERTAINMENT
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| need to create a Background Performer profile
and set up MFA

Vid ide:
Follow the steps below or watch the video guide. I e(.) guiae
(2 min 1 sec)

Welcome to the Casting Portal

wwwwwwww

Step a On the welcome screen, click
Register Now.

Figure 1: Welcome screen sample; screen may vary
depending on the casting company

@ CastingPortal

Enter Your Email Address

Email

Step a Enter your email address and click Continue.

Don't have a Background Performer profile? Enter
your email and click Continue to see the option to

Register.

Figure 2: Enter Your Email Address
screen
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I need to create a Background Performer profile and set up MFA (Continued)

@ CastingPortal

LogIn

Email

Password

Step e On the Log In screen, click Register Now to
set up your EP Account.

Reset Password

Don't have a Background Performer profile?

Register Now

Figure 3: Log In screen, Register Now

@ CastingPortal

Account Creation

The following information is required to register for a
profile.

First Name

Last Name

Email Address

Step o Enter your information on the Account .
Creation screen, then click Finish. ®

Minimum requirements for password creation:

% 1lowercase & 1 uppercase

% 1 number (0-9)

% 1 special character (I@#$%A&*)
X At least 9 characters

By clicking on Register Now, you acknowledge that you have read

and reviewed EP's Privacy Notice.

Cancel

Already have a Background Performer profile? Log In

Figure 4: Account Creation screen

ENTERTAINMENT
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I need to create a Background Performer profile and set up MFA (Continued)

Welcome to Entertainment Partners

Sign up to the Entertainment Partners to be
for some of the biggest Film and TV projects in your area!

o

Application
Enter your info, including measurements, photos, appearance and
skills, so Casting Directors can search by your details and consider
you for roles on set.

Step e You will be routed to the Start Application A
screen. When ready, check the boxes to E

agree to the terms and conditions and, if you 10 Documens

Upload evidence of your right to work in the UK, so casting agents

Gre |n the UK’ Venfy your r|ght to WOFk Then’ know you can be booked for and complete work on set.
How did you hear about us?

click Start Application to begin setting up Please add all that apply. =
your BQCkg rou nd Performer proﬁle (O ! have read and accept the terms and conditions:

B Artist Terms and Conditions

It's easy to get started:

(O ! have the right to work in the UK. Please note that student visa
holders are generally not allowed to work as entertainers or in a
self-employed capacity so would not be able to apply. Proof of
your status will be required in the next step before you are
offered any work.

Figure 5: Start Application screen;
screen may vary depending on your
location

My Casting Application

Tell us a little about yourself. Please be accurate and fill out as much information as possible.
Why we collecting this infc n?

* Are you applying on behalf on a minor?

Step e Complete the required profile fields. Click i pr—
Next to go to the next section. —

-

Figure 6: My Casting Application screen; screen may
vary depending on your location

ENTERTAINMENT
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I need to create a Background Performer profile and set up MFA (Continued)

Step a When ready, click Submit application to
complete. You will receive an email confirmation

once your application is approved.

Welcome to Entertainment

Step The next time you log in to access your i
. . artners
Background Performer profile, you will be ., y ‘
‘our company is making your accounts more secure!
prompted to set up MFA. Click START i Kol ol ko e oaeams.
to beg | n company resources. Setup is quick and easy, so let’s get
. started.
START
[ O = e

Figure 7: Welcome screen

Add a New Device

PingID Mobile Application

=
A
For the best experience, install PingID and scan the
QR code to pair your mobile device. You can also
]

enter the pairing key manually when required.

Step e On the Add a New Device screen, choose your
method for generating your MFA passcode.
Scan the QR code to install the PinglD Mobile
app (default) or choose another option under
Other Authentication Methods. (& tara || B e |

Pairing Key: 3875 9590 6672

Other Authentication Methods

O B

SMS  Yublkey  Desktop  Authenticator

Figure 8: Add a New Device
screen

Step Follow the onscreen prompts to complete.
For detailed setup instructions for each
option, go to ep.com/mfa/general.

ENTERTAINMENT
ERS Entertainment Partners | ep.com/mfa




| have had a Background Performer profile created

for me and need to set up MFA so | can add my

payroll data

Step You will receive a welcome email. Click on
the link in the email.

Hello,
You have been invited to take part in our

production, which is using SmartVoucher,

Entertainment Partners’ digital
payment technology.

A basic SmartVoucher profile has been
created for you on behalf of the
production. For a smooth work day, you
can set up your account and sign in to
your profile now.

Figure 1: Welcome email

Step a On the Welcome screen, click Reset
Password.

Welcome to Entertainment Partners

Please login via our secure login app to access your Background Performer profile.

Don't have a Background Performer profile?

Register Now

Login | ResetPassword | | Register Now

Figure 2: Welcome screen

ENTERTAINMENT
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I have had a Background Performer profile created for me and need to set up MFA so | can
add my payroll data (Continued)

@ CastingPortal
Enter Your Email Address
Step Enter your email address (the same email emal
. . roswwvtsdfbslemmjz@poplk.com
address which received the welcome '
. . . Don't have a Background Performer profile? Enter
emCl | I) G nd CI |Ck Co ntl n ue. your email and click Continue to see the option to

Register.

Figure 3: Enter Your Email Address screen

@ CastingPortal

LogIn

Step ° On the Log In screen, click Reset
Password.

Log In

R

Don’t have a Background Performer profile?

Register now

Figure 4: Log In Screen

ENTERTAINMENT
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I have had a Background Performer profile created for me and need to set up MFA so | can
add my payroll data (Continued)

@ CastingPortal

Reset Password

Enter the email address associated with your Background
Performer profile to set a password for your account

Step e On the Reset Password screen, your
email will auto-populate (if not, enter your roswwisatbsemmiz@poplk com
email). Click Submit.

Cancel

Figure 5: Reset Password screen

Step e You will receive a password reset email
from EP (this may go to your junk folder).
Click the link in the email.

@ CastingPortal

Hello t78982276@gmail.com,

To update your password, click here
If you didn't make this request, please contact EP Support

Thanks!
The EP team

Figure 6: Reset password email

ENTERTAINMENT
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I have had a Background Performer profile created for me and need to set up MFA so | can
add my payroll data (Continued)

@ CastingPortal

Set Password

Provide a new password for your account

Step 0 On the Set Password screen, enter a new
password and click Reset Password.

Ceee 3

Hesel fassword

Cancel

Figure 7: Set Password screen

@ CastingPortal

Reset Password

Step e Messaging will be displayed to confirm that
Your password has been set. Please use your new
you have successfully reset your password. password tologiin
To continue and set up MFA, click Log In.
og In

Figure 8: Reset Password confirmation

ENTERTAINMENT
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I have had a Background Performer profile created for me and need to set up MFA so | can
add my payroll data (Continued)

Step e The welcome screen will be displayed. Click

START to begin your MFA setup.

Step Q On the Add a New Device screen, select

your method for generating an MFA
passcode. If you have multiple devices
available, scan the QR code to install the
PingID Mobile app (default). If you are using
a singular mobile device to log in, choose
Text/SMS or choose another option under
Other Authentication Methods.

Follow the onscreen prompts to complete
your MFA setup, then enter your MFA
passcode on the Verification screen. For
detailed setup instructions for each
option, go to ep.com/mfa/general.

' Welcome to Entertainment
Partners
Entertainment Partners (EP) is committed to enhancing
your account security! PingID, a multi-factor authentication

(MFA) application, makes it simple to verify your identity
when accessing our solutions. Setup is quick and easy, so

// let's get started.

/
il EEE s

Figure 9: MFA Setup screen

Pairing Key: 6686 3688 7923

Acrion e

I.’Prnnespad” 5 ;r'gr;nd

Other Authentication Methods

O oz .

SMs ‘Yubikey Desktop Authenticator

N BT

Figure 10: Add a New Device Screen

Verification

To verify your authenticator, please enter the passcode
displayed on it

Entertainment Partners | ep.com/mfa 20



| am an existing casting company or production
company user and need to reset my password

and set up MFA

Follow the steps below or watch the video guide.

Step a On the login screen, click Reset Password.

Step a You will be taken to EP’s secure Reset
Password screen. Enter the email address
associated with your account and click
Continue.

A Entertainment Partners | ep.com/mfa

Video guide:
(1 min 42 sec)

Welcome to The Casting Company

The Casting Company is powered by Entertainment Partners' Casting Portal
technology. Please log in via our secure login app to access your Background
Performer profile for this site.

Don't have a Background Performer profile?

Register Now

LogIn | ResetPassword | Register Now

Figure 1: Login screen; screen may vary depending
on the casting company

@ CastingPortal

Enter Your Email Address

Email

Don't have a Background Performer profile? Enter
your email and click Continue to see the option to
Register.

Continue

Figure 2: Enter Your Email Address screen
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I am an existing casting company or production company user and need to reset my
password and set up MFA  (Continued)

@ CastingPortal

Log In

Email

Password

Step e On the Log In screen, click Reset Password.

Reset Password

Don't have a Background Performer profile?

Register Now

Figure 3: Log In screen

@ CastingPortal

Reset Password

Enter the email address associated with your Background
Performer profile to set a password for your account

Step On the Reset Password screen, your email
will auto-populate (if not, enter your email). Enal
Click Submit. name@domain.com
Cancel

Figure 4: Reset Password screen

ENTERTAINMENT
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I am an existing casting company or production company user and need to reset my
password and set up MFA  (Continued)

@ CastingPortal

Step e You will receive a password reset email from Hello emali@domain.com
EP (thiS moy go to yOUF junk folder). Clle the Your password has been reset. You can now use your new

password to sign in.
link in the email to reset your password , ,
If you didn't make this request, please contact EP Support.

Thanks!
The EP team

Figure 5: Reset password email

@ CastingPortal

Set Password

Provide a new password for your account

New Password

o
Confirm New Password
Step On the Set Password screen, enter a new ©
password and click Submit. Minimu requirementsfor password creation
v .
% 1 special character (|@#$%"8&*)
% At least 9 characters

Cancel

Figure 6: Set Password screen

ENTERTAINMENT
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I am an existing casting company or production company user and need to reset my

password and set up MFA  (Continued)

Step a Messaging will be displayed to confirm that
you have successfully reset your password.
To continue and set up MFA, click Log in.

Step ° The Welcome screen will be displayed. Click
START to begin your MFA setup.

ENTERTAINMENT
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@ CastingPortal

Reset Password

Your password has been set. Please use your new
password to log in

Figure 7: Reset password confirmation

Welcome to Entertainment
Partners

‘Your company is making your accounts more secure!
PingID is a multi-factor authentication (MFA) application
that makes it easy to verify your identity as you access
company resources. Setup is quick and easy, so let’s get
started.

Wac

START

iy Bt - —a

Figure 8: Welcome screen
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I am an existing casting company or production company user and need to reset my

password and set up MFA  (Continued)

Step o On the Add a New Device screen, select your
method for generating an MFA passcode.
Scan the QR code to install the PinglD Mobile
app (default) or choose another option under
Other Authentication Methods.

Step Q Follow the on-screen prompts to complete your
MFA setup. For detailed setup instructions for
each option, go to ep.com/mfa/general.

Step 0 If you logged in via login.epcastingportal.
com and you have multiple user profiles, you
will see a list of available casting sites. Select
the site you would like to work from.

ENTERTAINMENT
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Add a New Device

 PinglD Mobile Application

{e]

Other Authentication Methods

O B

SMS  Yubkey  Desktop  Authenticator

Figure 9: Add a New Device screen

Choose a site

You are a member of multiple sites, please choose which on
:you would like to access.

e The Background Casting Company Inc
e Extras Casting Agency

¢ Entertainment Partners

Figure 10: Choose a site screen; screen will
only display for users with multiple profiles
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| am a new casting company or production
company user and need to set up MFA

Follow the steps below or watch the video guide.

s @)

ser @)

Once you have activated your account,
you will be prompted to set up MFA. On
the Welcome screen, click START to begin
your MFA setup.

On the Add a New Device screen,

select your method for generating an
MFA passcode. Scan the QR code to
install the PinglD Mobile app (default) or
choose another option under Other
Authentication Methods.

Follow the on-screen prompts to
complete your MFA setup. For detailed
setup instructions for each option, go to
ep.com/mfa/general.

Entertainment Partners | ep.com/mfa

Video guide:
(1 min 26 sec)

Welcome to Entertainment
Partners

‘Your company is making your accounts more secure!

PingID is a multi-factor authentication (MFA) application

that makes it easy to verify your identity as you access

company resources. Setup is quick and easy, so let’s get n
started. B

START U
gy B/ -

Figure 1: Welcome screen

Add a New Device

PingID Mobile Application

For the best experience, install PingID and scan the
QR code to pair your mobile device. You can also
enter the pairing key manually when required.

1]

Pairing Key: 3875 9590 6672

2 adable for Avalable
\. Phone & iPad H B Androd I

Other Authentication Methods

O B

SMS  Yublkey  Deskiop  Authenticator

Figure 2: Add a New Device screen
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